d) institutional barriers (for example, proximity and capability of guard forces, intensity and reliability of monitoring).
4. Characteristics of the threat, including:
a) potential complicity of the custodial organization or of individuals within
it;
b) capabilities of attacking forces (numbers, weapons, training, organization, determination) in the case of forcible theft; and
c) knowledge, skills, money, technology, and organization available to the prospective bomb-makers.
The foregoing considerations suggest a matrix approach to characterizing the security implications of different options for the disposition of weapons plutonium, in which the rows of the matrix are the steps in a particular option, and the columns portray:
i. qualitative assessments of the attractiveness of the plutonium as a raw material for weapons, considering factors la-d, above;
ii. numerical measures of quantity, time, and dilution (factors 2a-c, and 3a); and
iii.qualitative evaluations of vulnerability as governed by the interaction of barriers (3a-d) with threat characteristics (4a-c) for the main classes of threats.
This procedure is illustrated in Table 3-1, which outlines how it would be applied to the conversion of weapons plutonium into spent light-water reactor (LWR) fuel. The tabulation lists the 10 steps involved, together with the date when each would begin. This would be followed by an assessment of each step with regard to three characteristics:
Attractiveness. Assessing the attractiveness of plutonium in particular
forms to prospective bomb-makers is, inherently, a complex and potentially
contentious undertaking, involving the assignment of weights to the various
relevant characteristics. Indeed, attractiveness is likely to depend not only on
the characteristics of the plutonium but on those of the bomb-makers, which
means that, in principle, different attractiveness levels might correspond to
different classes of threat. In particular, one significant component of the risk
of theft is likely to be theft by parties who do not have the capability to process
the material or fabricate it into weapons, for sale to those who do. Forms of
plutonium that would be quite difficult for unsophisticated parties to remove,
store, and transport—such as those emitting intense radioactivity—are likely to
pose major obstacles to this form of theft, even if they would pose significantly
smaller barriers to parties with the sophistication required to fashion a nuclear
weapon.fic, until it decays radioactively (with a half-life of 24,000 years) to uranium-235 (U-235V-also a potential weapons material, with a half-life of 700 million years.und in a special issue of the Journal of Nuclear Materials Management, January 1988. For a description of the Russian approach, see Oleg Bukharin, The Threat of Nuclear Terrorism and the Physical Security of Nuclear Installations and Materials in the Former Soviet Union (Monterey, Calif.: Center for Russian and Eurasian Studies, Monterey Institute of International Studies, Occasional Paper No. 2, August 1992).
